
PH et al. BMC Digital Health            (2025) 3:15  
https://doi.org/10.1186/s44247-025-00153-9

RESEARCH Open Access

© The Author(s) 2025. Open Access This article is licensed under a Creative Commons Attribution-NonCommercial-NoDerivatives 4.0 
International License, which permits any non-commercial use, sharing, distribution and reproduction in any medium or format, as long 
as you give appropriate credit to the original author(s) and the source, provide a link to the Creative Commons licence, and indicate if 
you modified the licensed material. You do not have permission under this licence to share adapted material derived from this article or 
parts of it. The images or other third party material in this article are included in the article’s Creative Commons licence, unless indicated 
otherwise in a credit line to the material. If material is not included in the article’s Creative Commons licence and your intended use is not 
permitted by statutory regulation or exceeds the permitted use, you will need to obtain permission directly from the copyright holder. To 
view a copy of this licence, visit http://creativecommons.org/licenses/by-nc-nd/4.0/.

BMC Digital Health

Effectiveness of mobile applications 
in enhancing adverse drug reaction reporting: 
a systematic review
Liyanage PH1  , Madhushika MT1*   and Liyanage PLGC1   

Abstract 

Background Adverse drug reactions (ADRs) have a significant impact on the healthcare system worldwide. Under-
reporting of ADRs is identified as a main issue in pharmacovigilance. Mobile applications(apps) have been intro-
duced as a solution for the underreporting of ADRs. This systematic review was conducted to assess the efficacy 
of the mobile applications in enhancing ADR reporting.

Methodology The review adhered to the Preferred Reporting Items for Systematic Reviews and Meta-Analyses 
(PRISMA) guidelines. The MEDLINE (via PubMed) and Google Scholar databases were used to retrieve papers pub-
lished between 1983 – 2023 by using advanced search strategies and keywords in the computerized searches. A total 
of 1955 articles were found, and six articles that met the inclusion criteria were selected for the study.

Results The six studies comprised in this systematic review showcased six distinct mobile apps designed for report-
ing ADRs: VigiBIP (France), My eReport France (France), MedWatcher (United States of America), ADR reporting app© 
(App©-India), the WEB-RADR project containing three separate apps; Yellow Card (UK), LAREB (Netherlands), HALMED 
(Croatia), and Med Safety (13 African countries, including Ghana, Burkina Faso, Zambia, Nigeria, Uganda, Botswana, 
Tanzania, Ethiopia, and others). All the apps have helped to increase the rate and magnitude of reporting ADRs. The 
efficacy was determined using both the quantity and quality of the reports received. The apps; MedWatcher, Vig-
iBIP (p = 0.01), My eReport France (p = 0.002), and WEB-RADR apps {Yellow Card (p < 0.01), LAREB (p = 0.5), HALMED 
(p < 0.01)} revealed better reporting rates among patients compared to conventional methods. The completeness 
and characteristics of Med Safety App reports (missing information: 0%) were higher when compared with the paper-
based ADR reporting forms {(Council for International Organizations of Medical Sciences (CIOMS) form (missing 
information: -29.6%)}. The average completeness score of the ADR reporting app© (App©) was significantly better 
than the traditional paper-based system on the Wilcoxon two-sample test (p < 0.001) and Kolmogorov–Smirnov test 
(p < 0.001). Furthermore, MedWatcher indicated a high vigigrade completeness score (averaging 0.80), which was con-
sidered 55.9% as well documented. My eReport France demonstrated a high clinical quality score in the ClinDoc tool 
and was considered 36% as well documented, indicating better quality when compared to their control groups.

Conclusions Mobile apps were implemented to address the issue of underreporting. The quality of reporting 
was better when ADRs were reported through mobile apps compared to manual methods. However, reporting rates 
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can benefit from further enhancement. Mobile apps hold the potential to increase ADR reporting, requiring more 
studies to explore a conclusive assessment of efficacy.

Keywords Drug-Related Side Effects, Adverse Reactions, Mobile Applications, Pharmacovigilance, Underreporting, 
Adverse Drug Reaction Reporting Systems

Introduction
Adverse Drug Reactions (ADRs) significantly affect the 
healthcare system, impacting the health and economy 
worldwide. When preparing medicinal drugs, experi-
ments are conducted thoroughly during the pre-mar-
keting phase to determine the drug’s safety. However, it 
is equally necessary to maintain post-marketing surveil-
lance as well as to evaluate ADRs which are not detected 
during the drug development process. The activities 
related to the detection, assessment, understanding, and 
prevention of ADRs or any other problems related to 
medicinal products are known as pharmacovigilance [1]. 
The primary purposes of pharmacovigilance include drug 
safety surveillance, monitoring drug abuse and adverse 
effects, and ensuring the safety of new products. Further, 
drug experiments are performed on a smaller group of 
people during the drug development process. The trial 
period is too brief for the detection of ADRs. As a result, 
certain ADRs may go unreported. Individuals with spe-
cial healthcare needs, such as children, pregnant moth-
ers, and the elderly with several comorbidities, are often 
left out from these studies [2]. Hence, after the drugs are 
introduced to the community, there should be a surveil-
lance system to collect and analyse the ADRs of drugs, 
which systematically promises drug safety and patient 
safety. This can be achieved by reporting and monitoring 
ADRs.

Underreporting of ADRs is identified as a press-
ing issue in Pharmacovigilance, as it directly affects the 
patient’s safety and healthcare delivery [3]. This issue 
can cause difficulties in assessing the exact extent of 
the potential risks and the nature of the reactions. Early 
detection and accurate reporting are pivotal to minimise 
the impact. When assessing ADR reporting on a global 
scale, it is evident that pharmacovigilance in most coun-
tries primarily relies on spontaneous reporting systems 
[4]. Various spontaneous ADR reporting methods have 
been identified, including manual paper-based reporting 
methods, web-based mobile applications and specialized 
reporting mechanisms with technological advancements. 
One example of a specialized reporting mechanism with 
technological advancements is the use of artificial intelli-
gence (AI) driven platforms, which analyse large datasets 
to detect potential ADRs earlier and more efficiently [5, 
6]. Furthermore, an advanced, scalable electronic health 
record (EHR) based system has been developed and 

implemented that automatically sends electronic adverse 
drug event (ADE) reports to the Food and Drug Admin-
istration (FDA) in real-time [7].

Each of these strategies has its strengths and weak-
nesses. For example, paper-based manual reporting is 
considered to be time-consuming and error-prone, yet it 
continues to find acceptance in some places where tech-
nology is poorly developed [2]. Mobile applications(apps) 
based on the Internet are convenient and fast, allowing 
medical personnel to document ADRs very easily. How-
ever, they do not always address the integration aspect 
[8]. AI-based solutions provide more accurate and fast 
reporting at an affordable cost. However, many health-
care settings may not know how to put it into practice. 
Although the EHR system can be fast and provide instant 
reporting, this system can be rather costly to develop. 
Furthermore, it is likely to face the problem of interfac-
ing with the current health information technology (IT) 
systems [7].

The newly improved methods for reporting ADRs have 
been identified as comparatively more efficient and accu-
rate. With the advancements in technology, mobile apps 
are considered as a globally accessible method in both 
developed and developing countries. However, despite 
the widespread availability of these mobile apps, limited 
evidence is available regarding their effectiveness over 
conventional reporting methods of ADRs. As digital 
health tools become more widely adopted, it is crucial 
to evaluate the impact of these technologies to inform 
future pharmacovigilance strategies and policies. There-
fore, this review seeks to answer the following research 
question: How effective are mobile apps in enhancing the 
reporting of ADRs compared to conventional methods?

Methodology
Methods
A systematic review was conducted according to the 
guidelines of the Preferred Reporting Items for System-
atic Reviews and Meta-Analyses (PRISMA) [9].

Search strategy
A search for bibliographic references was followed 
through MEDLINE (via PubMed) and Google Scholar to 
explore scientific literature on the effectiveness of using 
mobile apps in ADR reporting among healthcare profes-
sionals published between 1983 and 2023. An advanced 
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search strategy was used by combining the keywords 
according to Table 1. EndNote 21 was used to remove the 
duplications of the retrieved articles. Furthermore, the 
citations were re-evaluated to identify additional studies.

Study selection
The titles and abstracts in all the retrieved scientific 
papers were initially screened by the primary author 
based on the selection criteria. The full-text articles of the 
remaining studies were independently reviewed by the 
primary author to conclude the eligibility. All included 
articles were then independently reviewed by a second 
author to ensure that they met the inclusion criteria. The 
third author reviewed the article in case of any disagree-
ment and made the final decision.

Inclusion and exclusion criteria
The inclusion criteria for the review were as follows: 
articles published in the English language between 1983 
and 2023, focusing on human studies, with a clinical trial 
study design. Articles that did not meet these criteria 
were excluded. Particularly, ongoing research articles, 
narrative reviews, books and documents, and non-Eng-
lish publications were excluded to maintain a focus on 
completed clinical trials and ensure the consistency and 
relevance of the data.

Data extraction
The data extracted consists of the first author’s name, 
publication year, journal reference, study population, year 

of the study, reported challenges to program implemen-
tation, proposed solutions to the challenges, study limita-
tions and quality.

Quality assessment
The quality of the selected articles was assessed according 
to the Jadad score [10]. This grading system focuses on 
the three main key areas: randomization, blinding, and 
long-term patient follow-up. The highest attainable score 
is 5; with a breakdown of 2 points for the randomized 
section, 2 points for the blinding section, and 1 point for 
the patient follow-up section. A score exceeding 3 points 
classifies the study as good quality. The quality assess-
ment of the selected article was initially reviewed by the 
primary author and subsequently re-evaluated by the sec-
ond author. As a further quality assessment, the mHealth 
evidence reporting and assessment (mERA) checklist was 
used alongside the Jadad score [41]. The checklist was 
used to assess the mobile apps used in this review. As 
described by Agarwal et  al. (2016), the mERA checklist 
is designed to assist authors in reporting the effectiveness 
of mHealth interventions and to support peer reviewers 
and editors in evaluating such studies [41].

Ethics approval
Since the systematic review contains full anonymized 
data, no ethics approval was required.

Results
By using advanced search strategies and keywords in 
the computerized searches, books and documents were 
initially excluded from the Medline search engine (via 
PubMed) and Google Scholar. Through the search strat-
egy and cross-referencing, 1955 unduplicated articles 
were found. From it, 1,926 articles were excluded after 
a thorough screening of their title and abstracts. After, 
we retained 29 articles for more comprehensive full-text 
reading. Of them, 23 articles were excluded based on the 
full-text review, either for not meeting the selection crite-
ria or being irrelevant to the scope of this review. Hence, 
six articles met the selection criteria and were included 
in the final analysis. Following the evaluation using the 
Jadad Score, it was determined that the articles related 
to the ADR reporting app© (App©), My eReport France, 
WEB-RADR apps, and Med Safety were of good quality. 
However, articles related to the MedWatcher and Vig-
iBIP were found to be of lower quality. The mERA check-
list revealed strengths in platform accessibility (iOS/
Android), national pharmacovigilance integration, and 
user-centred design tailored to local healthcare contexts. 
Each app supported real-time ADR reporting and data 
submission. However, they varied in scalability due to 
region-specific interoperability, regulatory standards, and 

Table 1 The combination of keywords used in the search 
strategy

Search # Keywords

1 (Mobile Applications) OR (Smartphone 
Applications) OR (Mobile Apps) OR (Smart-
phone Apps) OR (Portable Software Apps) 
OR (Portable Software Applications) OR (Port-
able Electronic Apps) OR (Portable Electronic 
Applications) OR (Mobile Technology) OR (Web 
Applications) OR (Web Platforms) OR (Mobile 
Health Applications)

2 (Pharmacovigilance) OR (Adverse Event 
Reporting) OR (Drug Monitoring) OR (Drug 
Safety Monitoring) OR (Drug Surveillance) 
OR (Drug Safety Reporting) OR (Drug Monitor-
ing) OR (Medication monitoring) OR (Drug 
Safety Assessment) OR (Drug Evaluation) 
OR (Medication Side Effects) OR (ADRs Inves-
tigation) OR (ADRs Management) OR (ADRs 
Response) OR (Drug-Related Side Effects and 
Adverse Reactions) OR (Drug Side Effects) 
OR (Adverse Drug Reactions) OR (Adverse Drug 
Events) OR (Side Effects of Drugs)

3 (#1) AND (#2)
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infrastructure constraints, particularly in low-resource 
settings.

Below, Fig. 1 represents a flow chart of the article selec-
tion process and the various mobile apps currently avail-
able for ADR reporting and their features are listed in 
Table 2.

The six (6) eligible studies included in this systematic 
review were published between 2010 – 2023 with diverse 
study designs (Table 3). Overall, all studies had a common 
objective to evaluate the effectiveness of ADR reporting 
through mobile apps. After going through six studies on 
mobile apps for detecting ADRs, four (4) studies showed 
that they were effective in increasing the rate of ADR 
reporting among patients, and four (4) studies concluded 
app reports were better in quality. Articles have stressed 
the significance of introducing apps for ADR reporting, 
highlighting the continuous improvement of technol-
ogy in society. The efficacy was concluded with both 
the quantity; of the ADR reporting rates, and the qual-
ity; completeness, accuracy, reliability, and average time 
needed for report submission.

The web and mobile app MedWatcher were developed 
by Epidemico, which is a Boston-based health infor-
matics company, the USA, in partnership with the FDA 
Centre for Devices and Radiologic Health (CDRH) [17]. 
This app was launched in September 2012 to the US 
public for reporting ADE to the FDA along with a Face-
book patient group, particularly for submitting reports 
involving a hysteroscopic sterilization device with the 
brand name Essure. The study assessed the potential for 
participatory epidemiology in post-marketing medical 
device surveillance, encouraging the submission of indi-
vidual case safety reports (ICSRs) through online tools. 
Over the 132  months of post-marketing authorization, 
CDRH received 943 reports for Essure devices [18] in the 
FDA’s specialized database developed for reporting ADRs 
related to medical devices: Manufacturer and User Facil-
ity Device Experience (MAUDE) [19].

In comparison, during the 19-month study period, 
1349 reports were received via the MedWatcher app, 
averaging 103 per month (ratio 14.7:1). On average, 15 
times more reports have been submitted per month via 
the app with patient community support compared to 
traditional pharmacovigilance portals. It stated that the 
reporting time has decreased from 40 min via traditional 
routes to 11.4  min via the MedWatcher app, facilitat-
ing more ADR submissions. VigiGrade completeness 
scores, developed by the Uppsala Monitoring Centre 
of the World Health Organization (WHO-UMC), have 
been used to determine the completeness of the submit-
ted reports. The app received an average completeness 
score of 0.8 (± 0.15) and the reports in VigiBase submit-
ted via traditional routes received a score of 0.45. App 

reports were considered ‘‘well documented’’ 55.9% of the 
time, while the international average was 13% [20]. This 
suggests that the reports received via the app were more 
complete on average and were considered more well-
documented than reports received by regulatory agencies 
worldwide [11].

The Toulouse University Pharmacovigilance Centre 
(TUPVC) has developed VigiBIP, a free smartphone app 
available on both Android and Apple stores for report-
ing ADRs and requesting safety information. This mobile 
phone app VigiBIP, launched in January 2015 in France, 
was one of the first pharmacovigilance apps in Europe. 
The trial compared the main characteristics between 
spontaneous ADR reports received through VigiBIP 
with classical methods such as phone, e-mail, fax, letter 
and website within a 25-month trial period (10 January, 
2015 and 1 February, 2017). A total of 4,102 reports were 
received by TUPVC, with 193 (4.7%) submitted via the 
VigiBIP app and 3,909 (95.3%) through other methods. 
The VigiBIP app predominantly received reports from 
patients and practitioners working outside of hospitals, 
whereas hospital-based practitioners primarily submitted 
reports through traditional methods. The detailed anal-
ysis highlights the distribution of reports obtained via 
the VigiBIP app and traditional methods. From hospital 
reporters {112 (58.0%), vs. 2648 (67.8%)} with a p value of 
0.005, from patient reporters {13 (6.7%), vs. 133 (3.4%)} 
with a p value of 0.01, and from extra-Hospital Report-
ers {68 (35.2%), vs. 1126 (28.8%)} a p value of 0.06 was 
received respectively. The results concluded that propor-
tionally, more reports were received from patients using 
VigiBIP than with the classical methods [12].

Another Android based mobile ADR reporting app 
(App©) was developed by Sachin Kumar Kuchya et  al., 
in 2015. A comprehensive comparison between the tra-
ditional paper-based and App-based methods of submit-
ting suspected ADRs (sADRs) data has been evaluated. 
The ADR Monitoring Centre (AMC) at the Department 
of Pharmacology at Netaji Subhash Chandra Bose Medi-
cal College (NSCB MC) Jabalpur received 403 sADR data 
in total, which were chosen for evaluation. Upon screen-
ing, a validation rate of 96.2% (257/267) via paper-based 
submissions and a perfect 100% (136/136) via App© has 
been identified. The app-based submissions exhibited an 
average completeness score of 34.7 (± 2.4) with a signifi-
cant difference of 29.2 (± 2.4) with paper-based submis-
sions (p < 0.001). This scoring system was done according 
to the appropriate algorithms and scaling of the Wilcoxon 
two-sample test and Kolmogorov Smirnov test. The com-
pleteness score data conclusively demonstrates that the 
ADR reporting app was the better method for submit-
ting high-quality reports when compared with traditional 
paper systems. Both methods contain the same form, 
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Fig. 1 Flow chart of the literature selection process according to the PRISMA guideline
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although the only difference is that in the paper-based 
method, the data is filled in after downloading the PDF 
version and filling them out, and in app based method, 
the data is entered into the form via App© [13].

Furthermore, an app named My eReport France was 
developed by the eVeDrug® company to increase ADR 
reporting by persons with multiple sclerosis receiving 
a first-line disease-modifying drug (DMD). The study 
protocol VigipSEP, has been previously published [21]. 
Here, the objective of this study was to determine if the 
ADR reporting by persons with multiple sclerosis receiv-
ing first-line DMD with the use of the app, compared to 
traditional reporting. Therefore, an open, multi-centric, 
cluster-randomized controlled trial was conducted. Clus-
ters were randomly assigned in a 1:1 ratio using the two 
arms; the experimental arm by utilizing the My eReport 
France App, and the controlled arm, by employing tra-
ditional reporting methods [10]. Persons with multiple 

sclerosis initiating or switching to a first-line disease-
modifying drug between the period 18 April, 2017 and 24 
April, 2019 were included. The primary outcomes were 
determined initially by measuring the mean number of 
ADR reports per patient using the centre-level analysis 
and then by the number of ADR reports per patient for 
the individual-level analysis using the hierarchical Pois-
son regression model [21]. Particularly, a total of 24 cen-
tres were randomized including 159 patients; 91 in the 
experimental arm, and 68 in the control arm. Among 
the 91 patients in the experimental arm, there were 64 
ADRs in 43 reports (1.49 reactions by report, range 
1–12) with a clinical quality score, median [50–64] 57%, 
23 (36%) were well documented, 40 (62%) were moder-
ately documented, and 1 (2%) was poorly documented. 
Among the 68 participants in the control arm, 3 ADRs 
were documented across 2 reports (range: 1–2), with a 
median clinical quality score of 79% [range: 71–79]. Two 

Table 2 Mobile Apps Available for ADRs Reporting

Name of the app Country of 
implementation

Date of 
implementation

Operating system 
(iOS, Android, or 
both)

Author and year 
(References)

Features of the app

MedWatcher United States of America 2012 Both Chi Y. Bahk, et al. 2019 
[11]

Images can be uploaded
Customizable
Two-way communication 
channel
An average of 11.4 min 
is needed to conclude 
a report

VigiBIP France 2015 Both Franc ̧ois Montastruc, 
et al. 2017 [12]

Images can be uploaded
Customizable
Two-way communication 
channel

ADR reporting app© 
(App©)

India 2015 Android mobile app Sachin Kumar Kuchya, 
et al. 2017 [13]

Bilateral standardization
Auto save reporter data
Mandatory Data Validation
User friendly interface

My eReport France France 2015 Both Gilles Defer, et al. 2020
[14]

Images can be uploaded
User-friendly interface
European standards com-
patibility (ICH-E2B format)

WEB-RADR apps UK (Yellow Card)
Netherlands (LAREB)
Croatia (HALMED)

2015
2016
2016

Both Ingrid Oosterhuis, et al. 
2018 [15]

Allows more free text
Images can be uploaded
Functions offline
Customizable
Interface of the app adapts 
to the device
Designed for multiregional 
use
Two-way communication 
channel

Med Safety 13 African countries, 
including Ghana, Burkina 
Faso, Zambia, Nigeria, 
Uganda, Botswana, 
Tanzania, Ethiopia, 
and others

2019 Both Seth Kwaku Seaneke, 
et al. 2023 [16]

Two-way communication 
channel
Designed for multi-region 
use Language
Contains “News” 
and “Watch List
User friendly layout
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were excellently documented, and one was well docu-
mented [12]. The clinical quality was assessed according 
to the ClinDoc tool. Furthermore, the mean number of 
reports per patients was significantly higher in centres 
that used the app: 0.47 vs. 0.03 by traditional methods in 
control centres (p = 0.002). Hence, Apps were suggested 
to increase ADR reporting by patients and improve the 
emergence of new safety information for pharmacovigi-
lance [22]. There were no ADR reports submitted by any 
healthcare professionals including neurologists. Here, 
this result was consistent with the 94% underreporting of 
ADRs by healthcare professionals in real-world practice 
fields [23].

The Web-Recognising Adverse Drug Reactions (WEB-
RADR) project was first introduced in European coun-
tries- the UK, Netherlands and Croatia. Subsequently, 
the project, in collaboration with the WHO-UMC and 
the United Kingdom Medicines and Healthcare products 
Regulatory Agency (MHRA), developed a generic ver-
sion known as the Med Safety app. This app was designed 
to facilitate ADR reporting in low and middle-income 
countries, as well as other non-EU nations. The countries 
are Burkina Faso, Zambia, Armenia, Ghana, Ethiopia, 
Botswana, Ivory Coast, Uganda, the Democratic Repub-
lic of the Congo, Nigeria, Pakistan and Kyrgyzstan [24]. 
The WEB-RADR app was developed for the spontaneous 
reporting of ADRs. The app was launched in the UK (Yel-
low Card) on 14 July 2015, in the Netherlands (LAREB)
on 29 January 2016, and in Croatia (HALMED) on 18 
May 2016. The study period spanned from the launch 
date of each app in its respective country until Septem-
ber 1, 2016.The objective of this study was to assess the 
characteristics and contribution to signals of the reports 
submitted via the WEB-RADR app. The two arms of the 
study were the reference sample reports (paper forms and 
electronic forms) and WEB-RADR app reports. Although 
physicians, pharmacists and other health professionals 
have participated in submitting reports, a higher propor-
tion of app reports were submitted by patients. In the 
UK, a total of 144 app reports were submitted, with con-
tributions from physicians [19–29]%, pharmacists [29–
37]%, other health professionals [0–10]%, and patients 
(28%). In contrast, 22,582 reference sample reports were 
recorded, comprising physicians [29–37]%, pharmacists 
[19]%, other health professionals [19–29]%, and patients 
[28%]. Similarly, in the Netherlands, 106 app reports were 
submitted, with contributions from physicians [19–29]%, 
pharmacists [0–10]%, other health professionals [0–10]%, 
and patients (60%). This is compared to 5,779 reference 
sample reports, which included physicians [19–29]%, 
pharmacists [9–19]%, other health professionals [0–10]%, 
and patients (57%). In Croatia, a total of 37 app reports 
were documented, with contributions from physicians 

[0–10]%, pharmacists [60]%, other health professionals 
[0–10]%, and patients (32%). This contrasts with 307 ref-
erence sample reports, which included physicians [40–
50]%, pharmacists [40–50]%, other health professionals 
[0–10]%, and patients (7%). Both the UK and Croatia 
showcase a significant disparity (p < 0.01) between the 
two reporting methods, but it’s insignificant (p = 0.5) in 
the Netherlands. According to the vigiPoint feature, there 
was a significant difference in the proportions of app 
reports and reference reports in the following. The app 
sample has a higher proportion of reports submitted by 
the pharmacists in the UK, and the patients in Croatia. 
In contrast, the proportion in the reference sample has 
a higher proportion of physicians in Croatia and other 
health professionals in the UK. Dual quality measure-
ments, using vigiGrade for technical completeness of the 
reports and ClinDoc for clinical quality is a special char-
acteristic of the study [15].

As mentioned above, the WHO, in partnership with 
the MHRA, and the UMC has supported low- and 
middle-income countries (LMICs) to roll out the ADR 
reporting app, the Med Safety App. In June 2018, Ghana 
launched the Med Safety App following a successful pilot 
program in Burkina Faso and Zambia [25]. Throughout 
the study period, the ADRs reports received through the 
Med Safety App (n = 122), and as the comparison group, 
the FDA’s paper-based Council for International Organi-
zations of Medical Sciences (CIOMS) 1 form (n = 6825) 
were recorded and analysed. The completeness and char-
acteristics of Med Safety App reports (missing informa-
tion 0%) were higher when compared with paper-based 
CIOMS 1 forms (missing information 29.6%). As of the 
end of February 2021, 21 months after the launch, there 
were 996 downloads, with 120 safety reports received 
through the Med Safety App. Among these reports, 99 
(82.5%) were submitted by healthcare professionals, and 
the remaining 21 (17.5%) were from patients. And 121 
of 350 participants provided answers to the question-
naire sent as a Google form, representing a response rate 
of 34.6%. In further analysis concerning the profession, 
Med Safety App n (%) and CIOMS 1 paper form n (%): 
{15 (12.3), vs. 324 (4.7)} from physicians, {0 (0.0), vs. 1104 
(16.2)} from nurses, {72 (59.0), vs. 1062 (15.6)} from phar-
macists, {0 (0.0), vs. 1278 (18.7)} from Disease Control 
Officers, {12 (9.8), vs. 868 (12.7)} from other healthcare 
professionals, {23 (18.9), vs. 171 (2.5)} from consumers 
and lawyers and {0 (0.0), vs. 2018 (29.6)} either not stated 
or missing were reported respectively. And of them, 81 
(66.94%) were males with the rest being females. Most 
participants were satisfied with the features of the app. 
However, given that only one-third of participants used 
the app suggests a potential necessity for public aware-
ness regarding the app’s uses and efficacy [16].



Page 11 of 15PH et al. BMC Digital Health            (2025) 3:15  

There were several strengths and limitations noted 
in the studies we referred (Table  4). Increasing direct 
patient involvement, two-way risk communication, 
and a user-friendly interface were some of the most 
important strengths highlighted with the app imple-
mentation. The limitation faced by the majority was 
language diversity. In countries where multiple lan-
guages are spoken, users have different native lan-
guages. However, most of the apps were designed 
using English as the native language, which might have 
raised linguistic limitations with the potential users.

Discussion
This systematic review delves into the horizons of explor-
ing the efficacy of utilizing mobile apps for ADR report-
ing. When choosing studies for this systematic review 
factors such as reporting rates, availability of comparison 
group, accuracy and completeness score, response time, 
timeliness of reporting and uses satisfaction were taken 
into consideration. Hence, we identified studies where 
mobile apps have been efficiently compared to other 
ADR reporting methods [11–16]. In the selected stud-
ies, several experiments have been conducted to examine 
the efficacy of mobile apps. Four out of the six selected 
studies forefront the idea that mobile apps were an effec-
tive method of ADR reporting rates among patients with 
statistically supported results (MedWatcher, VigiBIP, My 

Table 4 Strengths and Limitations of the Selected Study Articles

Name of the app Strengths Limitations

MedWatcher ● Two-way communication channel
● Direct patient involvement
● User-friendly web and mobile app
● Increase efficiency
● Utilization of the VigiGrade completeness scores 
to evaluate the quality of the data
● Anonymized versions were available for privacy 
and safety
● Images can be submitted
● More complete reports

● The app is primarily intended for the patients using 
the app reside in the USA
● Available only in English

VigiBIP ● Ease of patient reporting (Data and Photographs 
of ADRs)
● Better clinical characteristics documentation of ADRs 
for causality assessment
● Two-way communication channel

● Non-presentiveness of users
● Potential lack of medical information

ADR reporting app© (App©) ● Ensures mandatory data has been entered leading 
to valid and complete reports
● The reporter information is saved, reducing the need 
to repetitive data entry
● Bilateral standardization has been introduced 
for the communication gap between input operator 
and output analyzer
● Built-in algorithm for Causality assessment enhances 
the reporter’s knowledge, objectivity
● User friendly interface

● Signatures cannot be placed in App© submissions
● Only available in Android platforms lacking versions 
for iOS, Lumia and desktop
● Follow up on previous cases need to filled afresh

My eReport France ● New opportunities for Real-world Data Collection
● Early detection of ADRs
● Pictures can be uploaded
● Directly report submission to the Regional Center 
of Pharmacovigilance,

● Due to the international diversity of pharmacology 
systems results may not be directly replicable in other 
countries with similar ADR reporting mechanisms
● Persons with multiple sclerosis, chronic condition 
with an evolving therapeutic regimen were only included
● User experience and app design were not considered

WEB-RADR apps
Contains 3 Apps
(Yellow Card, LAREB, HALMED)

● Dual Quality Measurements, vigiGrade (technical com-
pleteness of the reports) and ClinDoc (clinical quality)

● Potential biases in app user preferences

Med Safety ● Designed to support low- and middle-income coun-
tries (LMICs) use
● Use of this app in low-resource settings
● Two-way risk communication
● Designed for multi-region use Language
● Security of the app
● Source of safety information provided through the app

● There is currently no study that documents challenges 
and facilitators for the use of a mobile app for reporting 
ADRs in LMICs
● Concerned about the privacy and security of personal 
information
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eReport, WEB-RADR in the Netherlands and Croatia). 
Four of the studies concluded that app reports were bet-
ter in quality and completeness (MedWatcher, VigiBIP, 
ADR Reporting App©, Med Safety). When skimming 
through articles, a consistent trend emerged showcas-
ing mobile apps as a potential tool in increasing the rate 
and magnitude of ADR reporting. The reports received 
by patients have been noted to be rapidly increasing. 
Meanwhile, the quality of ADR reports from healthcare 
professionals is much higher. Mobile applications have 
significantly improved ADR reporting by enabling real-
time data submission, which reduces the risk of errors 
and missing information. completeness is enhanced 
through features like free-text descriptions and photo 
uploads, resulting in higher-quality reports. The ability 
to submit reports immediately helps manage time effi-
ciently by bypassing delays associated with conventional 
methods, facilitating faster detection of potential drug 
safety issues. Additionally, apps include features such as 
automated alerts and reminders, which encourage timely 
follow-ups and further enhance the overall quality of 
reporting. A study stated that spontaneous reporting by 
healthcare professionals was identified as the greatest 
source of drug safety data in post-marketing settings [26]. 
The majority of the population favours mobile applica-
tions and has recommended it to others as well [16, 27]. 
Despite all the efforts that have been made to enhance 
the spontaneous notification mechanisms, underreport-
ing of suspected ADRs remains a persistent concern [28].

The vast technological advancements in the 21st Cen-
tury have created a new era of user-friendly platforms 
for both patients and healthcare professionals for ADR 
awareness. Caller Tunes (the message or sound the caller 
hears before the receiver answers the call) is a more spe-
cialised mobile application that has been developed to 
disseminate information on ADRs in low and middle-
income countries [29]. This was initialised in Accra, 
Ghana and has shown a significant increase in direct 
ADR awareness in the society. Furthermore, accord-
ing to the study [7], the use of electronic reporting tools 
was demonstrated as a promising leap for ADR report-
ing. Here, a widely applicable scalable system within elec-
tronic health records (EHR) to send EHR-based system 
to automatically send electronic ADE reports to the FDA 
in real-time has also been introduced. This strategy cap-
tures electronic health records in triggering ADR reports 
when clinicians discontinue medications due to ADRs. 
This is an extremely successful strategy for achieving 
a modest increase (1.45 to 5.4-fold) in ADR reporting 
rates. Moreover, several studies have been initiated to 
show the efficacy of combining new technologies to facil-
itate safety signals. A study showed that there is a broad 
scope of social media conversations, such as those on 

Twitter by spreading awareness posts of health-related 
topics with integrating drug safety signals from the USA 
FDA Adverse Event Reporting Systems [30]. Through dis-
tinct mobile applications, these advancements represent 
a broader shift towards utilizing technology for enhanced 
ADR reporting. This underscores the exciting potential 
for further advancements beyond mobile applications in 
the context of identifying ADRs and strengthening phar-
macovigilance efforts. By exploring diverse technological 
innovations, we can develop an understanding of ADRs, 
ultimately leading to safer and more effective health 
practices.

Patients feel the need to explain their ADRs in their 
own words with accurate explanations, and some have 
poor knowledge of medical terms, which makes under-
standing difficult [31]. With consideration of these 
factors, an option to include free written text when 
describing ADRs has been introduced as a solution in 
apps. A recent academic review confirmed that patient 
reports include more detailed and descriptive new ADR 
information due to this feature [32]. Moreover, spontane-
ous patient ADR reporting has complemented healthcare 
professional reporting as well by including reports with 
similar relevance to clinical information and additional 
information on the impact of ADRs on daily life. Further, 
mobile applications enable patients to report ADRs in 
real time, increasing the timeliness and volume of ADR 
data collected. Some studies are illustrating how patient-
reported ADRs, through apps, improve pharmacovigi-
lance by capturing new, detailed, and patient centred data 
that healthcare professionals might not always observe. 
This includes reports on the personal impact of ADRs 
on daily life and aids in creating a more comprehen-
sive safety profile of medications. Additionally, patient 
reports have proven valuable in identifying rare ADRs 
that may go unreported in traditional healthcare settings, 
ultimately enhancing drug safety monitoring [26, 33–35].

Another study shows that apps have taken measure-
ments to improve the status of reporting through sim-
plicity and quality [25]. Features like saving the users’ 
previous login data have created a user-friendly platform 
for follow-up report submissions [13]. Moreover, mobile 
apps have been introduced in both developed countries 
(WEB-RADR apps) and low and middle-income devel-
oping countries (Med safety apps). To minimise under-
reporting in African countries, implementations such 
as access to free internet hotspot, and free SMS alerts 
in selected healthcare facilities have been introduced 
[33]. To optimize user engagement, visually attractive 
interfaces have been designed. Most of the apps were 
designed using English as the native language. There-
fore, new advanced features for the user to select their 
preferred language have been developed [22]. In every 
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instance, steps have been taken to secure the privacy and 
the anonymity of the user. This is a very important fea-
ture within apps that help maintain patient rights along 
the way. Mobile apps, such as the WEB-RADR and Med 
Safety apps, adhere to stringent data protection regula-
tions, such as GDPR (General Data Protection Regula-
tion) in the European Union and similar privacy laws 
in other regions, ensuring that users’ personal informa-
tion is safeguarded [33, 36]. Data encryption techniques 
are commonly employed to protect user data during 
transmission and storage [36]. Additionally, secure login 
methods, including two-factor authentication, are often 
incorporated to enhance security [13]. User reports are 
frequently anonymized or de-identified to maintain ano-
nymity before being processed or shared with relevant 
authorities [36]. These features help mitigate concerns 
regarding the confidentiality of patient data while main-
taining trust and encouraging active participation in 
ADR reporting.

Despite the effectiveness of mobile apps, it is impor-
tant to focus on the drawbacks as well. Various strategies 
have been introduced to improve the loopholes faced 
while using mobile apps. For instance, drop-down menus 
were introduced as a strategy to save reporting time [34], 
although the study shows that people prefer to explain 
ADRs in their own words instead of having to choose 
them from a drop-down menu [22]. Some users might 
be hesitant to report because of the Privacy and secu-
rity concerns. Most of the time, language barriers have 
been accounted in multi-cultural countries. In order to 
report through apps, devices should be available with the 
required storage and space capacities. However, in low-
income countries, the limitation of devices has become a 
potential challenge [25]. These shortcomings highly affect 
the reporting rates. Thus, the issue of underreporting 
remains a challenge in pharmacovigilance, regardless of 
the geographical location.

However, the observation that conventional meth-
ods generated more ADRs compared to mobile applica-
tions is significant and reflects several potential factors. 
Knowledge and awareness regarding mobile applica-
tions may be limited among healthcare professionals 
and patients, which explains why conventional methods 
are more familiar among them. Further, many health-
care settings in resource limited areas face infrastructure 
challenges like the availability of smartphones and inter-
net access [37]. On some occasions, concerns over data 
privacy and security, complex app designs and regular 
updates of the app also discourage users from using these 
mobile applications [32].

In terms of study limitations in this systematic review, 
the search was limited to two databases. Therefore, 
there’s a chance for some relevant studies to be missed. 

The search was based on studies published in English or 
where an English translation was available. The overall 
risk of bias across the studies indicates notable concerns, 
particularly in terms of performance and selection biases. 
The high risk of performance bias due to lack of blind-
ing is a consistent issue that may affect the reliability of 
the findings. The unclear randomization and allocation 
methods further suggest that the results should be inter-
preted with caution. Efforts to improve study designs by 
incorporating proper blinding and randomization tech-
niques are essential for enhancing the validity and reli-
ability of future ADR research. Further, studies included 
in this review were limited to certain countries and did 
not have global coverage. More apps such as ADR PVPI, 
Bijwerking etc., have been introduced and are used to 
report ADRs. However, currently, there aren’t any studies 
that have been conducted to qualify the inclusion crite-
ria of this systematic review [25, 35, 38]. Moreover, some 
apps have been introduced, but the relevant researchers 
contain ongoing data with study protocols to be done in 
the future [14, 39]. Some do not contain a comparison 
group to clarify the efficacy accurately [33, 35, 40]. There-
fore, those studies have been excluded from the studies 
included in the systematic review. Some of the studies 
included have a limited selected study population, but 
ADRs can always differ depending on the geographical 
location and the ethnicity of the people.

The findings of this systematic review indicate that 
mobile applications are a promising tool for enhanc-
ing both the quantity and quality of ADR reporting. 
This review underscores their potential to streamline 
pharmacovigilance by enabling real-time data submis-
sion, improving completeness, and increasing user 
engagement through patient-centred features. This has 
significant implications for strengthening drug safety 
monitoring, especially in resource-limited settings where 
traditional reporting methods face barriers like limited 
access to infrastructure. The integration of mobile apps 
not only supports timelier ADR detection but also ena-
bles more detailed and patient-oriented data collection, 
which can be critical for identifying rare and severe 
ADRs. While the review also highlights ongoing chal-
lenges such as underreporting, data privacy concerns, 
and language barriers, the overall potential of mobile 
apps to transform pharmacovigilance is evident, suggest-
ing that expanding their use beyond current levels could 
enhance global healthcare safety practices.

Conclusion
New mobile apps have been introduced as a complemen-
tary route to promote spontaneous reporting of ADRs. 
These apps offer a user-friendly platform, empower-
ing both patients and healthcare professionals to report 
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first-hand experiences directly to pharmacological data-
bases. The reports submitted through apps featured bet-
ter quality while resulting in more timely submissions. 
Although the overall quality of app submissions was bet-
ter, reporting rates could benefit from further enhance-
ment. More studies are needed to explore the problems 
encountered with mobile apps for ADR reporting. Hence, 
qualitative studies with in-depth interviews are needed to 
identify problems and facilitate fine-tuning mobile apps 
for much more efficient reporting.
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